INFORMATION SECURITY ANALYST

Location | Head Office, Port Moresby

Qualifications | Bachelor's Degree in Computer Science, Information
Technology, or related discipline.

Experience | «3-5 years + working experience in Security Operations Centre
within the banking and financial industry.

- Professional Certification in Security +, CySA+, or other
relevant IT Certifications.

- Extensive knowledge and understanding of release and
deployment methodologies, system integration and build
concepts, and best practice in IT security systems - both

tactical and strategic.
A full job description of this role can be found on our website https://www.tisa.com.pg/about-us/careers/

Successful candidates are to provide the following Pre-Employment Requirements;

1. COVID-19 Vaccination Card
2. Medical Examination Report (must be of current year)
3. Police Clearance (must be of current year)

Application Closes 4pm, Friday 29th December, 2023

For more information visit: Submit your Expression of Interest and Resume to:

www.tisa.com.pg TISA.Recruitment@tisa.com.pg




S/ TISA

TEACHERS SAVINGS AND LOAN SOCIETY LIMITED

Job Vacancy: Information Security Analyst

We are seeking to recruit an experienced and qualified talent for the position of an Information Security
Analyst for our Information Technology Division. Reporting to the Manager, Information Security, the
successful incumbent will be responsible for monitoring, evaluating, and addressing any anomalies or risk of
the Information Security operations and maintain TISA security posture to ensure confidentiality, integrity,
availability, and non-repudiation of TISA information assets. This also includes successful attestation and
compliance of PCI-DSS, PCA-DSS, ISO27001, ITIL, NIST, SWIFT and relevant cybersecurity controls that
cultivates efficiency and demonstrates best IT practices whilst complying to TISA Group Standard Operating
Procedures.

Key Accountabilities:

e Daily monitoring of logs and security feeds and outputs from technology deployed in the TISA
environment to ensure intrusion detection and maintenance of TISA’s Information Security posture. Any
intruder activity detected or changes in TISA’s Information Security posture must be promptly reported to
the IT Leadership Team. SOC Functions (SIEM).

e Support incident response and the investigation of cyber security breaches.

e Support SOC Provider services.

e Support the implementation of new information and cyber security solutions through work with enterprise
architects, infrastructure, and applications teams.

e Implement upgrades and patching of deployed cybersecurity solutions.

e Support the implementation and maintenance of Information security policies, procedures, standards,
and guidelines.

e Maintain the InfoSec risk register and reporting in a timely manner.

e Act as the incident response point of contact for all major incidents (End to end incident management)

e Participate in projects as required from time to time by TISA, to ensure information and cyber security
factors are taken into consideration and implemented.

e Actively participate and be an advocate of Information Security Awareness and drive a cyber-ware
culture in TISA.

e Implement security controls in line with ongoing risk assessment, internal & external audit findings, VAPT
scans, SWIFT Security Program and PCI DSS requirements.

e Implement TISA’s Information Security strategy and technology roadmap within the budget to improve
and TISA’s cyber security maturity at an agreed and acceptable level to adequately protect TISA’s
information assets and ensure business continuity.

e Keep abreast of the latest cyber security technologies and maintain required levels of technical
competence.

Educational Qualification and Experience:

. Bachelor's Degree in Computer Science, Information Technology, or related discipline.

. Professional Certification in Security +, CySA+, or other relevant IT Certifications

. 3-5 years + working experience in Security Operations Centre within the banking and financial industry.

. Extensive knowledge and understanding of release and deployment methodologies, system integration
and build concepts, and best practice in IT security systems - both tactical and strategic.

*  Advanced planning and organizational skills, with experience establishing priorities, allocating resources
and meeting deadlines.

. Advanced relationship management and consulting skills, including the ability to mentor, influence and
negotiate with a variety of customers and stakeholders.

. Excellent interpersonal and communication skills with the ability to provide authoritative advice and

. effectively translate and present complex technical information

. Excellent interpersonal and communication skills with the ability to provide authoritative advice and

. effectively translate and present complex technical information

. Proven record in the proactive management of incident, request, change, release, risk, and problem

. Management.

If interested, please submit your Expression of Interest, Updated Resume, copies of your Educational
Qualifications and References to;
The Head of People & Culture
Teachers Savings & Loans Society
PO Box 319, Waigani National Capital District
Email: hr.recruitment@tisa.com.pg

ONLY shortlisted applicants will be contacted
Applications close at 4:00 pm, Friday, 29 December 2023

Note: Candidates deemed successful after the ‘Interview Process” will be subjected to providing the following
Pre-Employment Requirement(s).

1. Medical Examination Report from recognized medical institutions. (No older than 12 months)

2. Police Clearance Certificate (No older 12 than months)

3. COVID-19 Vaccination Card



